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Insurance application form

The purpose of this application form is for us to find out more about you. You must provide us with all information which may be
material to the cover you wish to purchase and which may influence our decision whether to insure you, what cover we offer you
or the premium we charge you.

How to complete this form

The individual who completes this application form should be a senior member of staff at the company and should ensure that they have checked
with other senior managers and colleagues responsible for arranging the insurance that the questions are answered accurately and as completely
as possible. Once completed, please return this form to your insurance broker.

Section 1: Company Details

11 Please state the name and address of the principal company for whom this insurance is required. Cover is also provided for the subsidiaries

of the principal company, but only if you include the data from all of these subsidiaries in your answers to all of the questions in this form.

Legal entity name:

Company name:

Primary address (address, state, postcode, country):

Website:

12 Date the business was established (DD/MM/YYYY):

1.3 Number of employees:

1.4 Please state which currency you are reporting in:

1.5 Please state your gross revenue in respect of the following years:

Last complete financial year Estimate for current financial year Estimate for next financial year

Domestic revenue:

USA revenue:

Total gross revenue:

Profit (Loss):

Date of company financial year end (DD/MM/YYYY):

16 Please provide details for the primary contact for this insurance policy:

Contact name: Position:

Email address: Telephone number:
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Section 2: Activities

27 @NACN DINrQeKN ¢A DZNAAY W AEN AAAPEN AADZ ArnNr ef professional, healthcare and/or ANQETAeke T rNeWiQNr re? AeN NAPAPNDZ (A AADZ NU AgN
ArANr eR ANQTARKe P nEedZ20ar DINWNKenNDZ B AAPRAQAPENDZ HONACNDZ e refdlf

22 @NArN rnAN SENAENE re?e ANQTAeRe P NaW{ONr AeN eNDZ Ree DIAPAer(r atNAMBNAA et neNWNANeA ef DZrNArN T ee entNe Qe e rS ANrF e

2.3 Please state whether you are involved with the provision of any tangible products, including the manufacture, (re)packaging,
(re)labelling or distribution:  fNe m e

If "yes", please provide details:

24 ®INACN neeWPIN AA Anneed iBAMN KeNALIZESA R tel re?e eNWNAPN {r PNANEAANDZ Rre B re?e needl?Qar AADZ rNeW{ON i

25 ®INACN 4ADZEQAAN AN NradBAANDZ APB KN ek nAMNAA NAQe AANEr e AgN AN A N BeAtr

26 @NArN QeARieB AtN NNEONAAFN ek reRe QeAr2iAnteAr S0t AeN AeN nNN@icNWINENDZ Kr A >EiNR TTNDZ{OAK ARRIONE ee Ne RWAINAAS u

IR re? CAWN A @Al ArcPcAAQN NeeQNrri AgENA niNArN neeW(iIN A Qenr?

27 @NACN rAAaN SENAENE Al neeRNrrieAAKr AeN rPKINQA ne KAQSE Pre PADZ QENOS r yOeEIAAR NI PAK eRRNADINE eN FjraeT NAQW! f ANr m .e
UR ANl NUNACN neeW{DzN DINAAGr

®INArN state whether any doctor has been subject to disciplinary proceedings or sanctions by a medical regulatory authority (such as

28
the Irish Medical Council) within the past5years: f ﬁNr’—‘ .e
If "yes", please provide details:
29  @NACN rAAaN SENAENe BNDZIQAreAr AcN neNrQekNDZ Atee? Pt reRe rNeWQN i D e e
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210 Pplease state whether you prescribe any controlled substances: G ‘ e

If"yes", please provide details:

Section 3: Contract & Risk Management Information

371 @INArN QeBnNaN AtN Rele SIAF jA eNrnNQA eR re?e © KAePNra neeiNOAr (A AEN NAra © rNAgr

. An2eN ef redr Seet fre?e AAMARALIAQeBN
. ABN eR QUNAAF PADINEAAENAT Ree B Atir Qe/MEAON E2eAn{eNt

32 @NACN rAAN Anneed {BANIF tel BAAT Q?rreBNer re? tAWND

33 @NAN raBaN SENngNe re? AESAr e QAser e?n Sewt PAUNE A SEMNA QeAGAQr riPANDZ KT NWNer QAN ANr | e

34 @NACN DINrQeikN Te=h (R An ARG re? KBiA re?e KAKAT Ree QeArNe PNANAL kerr et RIAAAQIAK DZABAFPNT PADING A SemNA Qe ANAQAT

35 @INArN state the standard and maximum liability caps you agree in contracts:

36 @NArNDINrQefkN re?e INFAL eNWIND neeONr i R AAT KNReeN NAANEAF iAve ANS Qe AeAOAr ee AFENNBNAArT

37 @NArN DINrQefkN AEN (B NnAOA A re?e QNAAr (R reRe nEedl?Qar ee rNeWON r RAYINDZ ee re? SNeN PAAKIN re DINKWNE re?e needZ?Qar e rNeWiQN rf

38  Eere? NBnfer r?kQeAnAQnesrS |: ANr D .e

R AN &l ANACN enAANI

AU StAN Anneei (B AN NNEONANAFN e rede eNWNAPNR A re?e 0PaeNAA RIAAAQIAK rNAG Sl KN nADZ e rP?kOeAncAQneEr yulf

KU SENAENE re? riPA eNQinreQAl Tell tAeBINrr AFeNNBNAA ANr ‘ .e

QU SENAENE re? NAreN AtAn rRkQeAnsAQnesr TAWN AtNiE eSA professional indemnity/medical malpractice a/Abz PNANeAK BAKYAT (ArPEAAQNE

[ 1ane[ e

DU R re? AArSNeNDZ XrNrk xe QU AkeNt StAA ir ATN HBin eR HAKYAT AtAn rRkOeAeAQneer B2 ra NREQ AN
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Section 4: Cyber Security Risk Management

@INArN QeB niNAN AN Rette SiAF DINAAGC Ree AtN NAAEN QeBnAAT e Fre?n WAQKRDUAF Al rPKridZAENCY ATAA {r AnniriAF Ree AN (ArPeAAQN nekQrs TAF
DINR{/ANDZ ANEBS r Sk KN KefDZNDZ AADZ €Tk FEANDZ 4A KEPN AADZ QAA KN RePADZ ¢A AN PherrAsr An AgN NADZ eR atir AnniOAnteA recBt

41 IT infrastructure and resourcing
®INArN QeAR{eB AtN AABN ef re?e managed service provider yf AnniQAKANG
GtAn{r AtN Anneed (BAWN A?BKNe eR rNeNer e/ re?e ANnSessS

€A §r AN Anneed {BAW A?BKNe ef DINrsxenr AAD IAnrenr eA re?e ANNSeasS

(o]

TAN {r re?e AAARALLY KPDZPNAS

[(o]¢

G tAN Anneei iBAN NNEQNAMAFN eR re?e iy K20ZPNA ir rnNAA eA 1y rNQREArS
ur AAF nAen ek re?e 1y (AREArAe?0AeN e Rare PE0NDZ e Atiedl NAzar ANQTARKe P nEeWiDINErt (AQKRDUAF AnnfiOAreA rNEWiON nee{DINerS f ANr f .e

R re? AArENeNDZ ArNra xe AtN @ PNrajeA AKedNi nANACN Kra re?e QeiMOAR AtieDZ NAsar ANQTARKe PT neeWDINer kNkeS 72n ne A BAIIB?B ek~ )i
IAQKPDUAF A keiNR rPBBA:T ef AtN ANQTAeke P rNeW{ONr AENT neeWiDIN Ree re?)

4.2 @NArN nEeWDIN AtN Anneed (BAWN A?BKNe eR PAIe PN (ADIRWIDZ AL ALAN re? QelNOA; rreeN AADZSer neeQNrr NNEre AAKT (DINARIAKIN (AReeB Arjfe
RreBi StNAtNE eA re?e eBA rreANB r ee SInE Atiedl nAenNrf

’7 nisnpnn ’7 SN m NNSNINN m NSPpNESNNINNN
‘ snnpnNNo WRIANIONrreRd ~ T~ eNQeaZri ndNArN QeARjeB AtN NIAQA ABe? A

@INACN QeAR{EE RPM DINAAG A Atdr DZANAT {AQKPDZAF AEN ATnN AADZ AAAREN)

4.3 @INArN DINrQe{kN re?e AnneeAQt neSAwIr neEeANQNMAF rNAFAWN AADZ QeARIDZNANA (AReEB AnteA uNsPs AQONrr QeAeekrt NAQer naje/AR ANASeh
rNPBNAMAeA NAQST
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4.4 @NACN DINrQe{kN DINAAF e Tes eRANA re? n?erN eNQealr AtAr AeN Ae keAPNE eNe 24eNDZf
45 Please state whether you are compliant with the Irish Data Protection Act 2018, the EU General Data Protection Regulation (GDPR)
and any applicable health data protection regulation in the relevant countries where services are provided to and in: Yes f No

4.6 Please confirm that multi-factor authentication is always enabled on all of your email accounts: "~ Yes f No

4.7 @iNArN QeAReB S tNAtNe multi-factor authentication {r eNe{eND: Ree all remote access to your network: : hNr |: .e
If you use an alternative method for securing remote access to your network, such as certificate based authentication for devices, please
provide details here:

48

Please confirm whether multi-factor authentication is required to access all cloud resources holding sensitive or confidential
information: Yes No

4.9  Please describe what detection capabilities you have to alert you to malicious activity within your environment. Please include details of any
endpoint detection and network monitoring tools used.
4.10 Please describe your patch management process and how you ensure that all critical patches are applied in a timely fashion, including a
timeframe of how quickly you would implement patches for zero day vulnerabilities after they have been released by the vendor:
411

Please describe your data back-up policy in detail, including how the back-ups are stored (e.g. online, offline, cloud storage etc.), how

frequently your back-ups are taken, how you secure your back-ups, how you test your back-ups and how regularly you test them, and how
many back-ups copies you take:

CFC Underwriting Limited is Authorised and Regulated by the Financial Conduct Authority
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4.12

4.13

434

4.15

4.16

4.17

Insurance application form

Please tick all the boxes below that relate to controls that you currently have implemented within your IT infrastructure (including where
provided by a third party). If you're unsure of what any of these tools are, please refer to the explanations on the final page of this document.

f Application whitelisting f Asset inventory ’7 Custom threat intelligence f Database encryption

D Data loss prevention ‘ DDoS Mitigation ‘ DMARC ‘ DNS Filtering

‘ Employee awareness training f Endpoint detection & response f Incident response plan f Intrusion detection system

f Next-generation firewalls "~ Penetration testing ’7 Perimeter firewalls f Security operations centre (SOC)
Virtual private network (VPN) f Vulnerability scanning m Web application firewall : Web content filtering

Please provide the name of the software or service provider that you use for each of the controls highlighted above:

Please confirm that before any change is made to a third party's account details, you obtain authorisation from the third party via an
authentication method which is different to the original method used to request the change: Yes No

Please confirm that before you transfer funds to an account that you haven't paid into before, you obtain authorisation from the recipient of
the funds via an authentication method which is different to the original method used to request the transfer: |: Yes |: No

Do you provide training on phishing/social engineering scams for all employees involved in transferring funds on behalf of your

organisation?‘ Yes‘ No

If “yes”, please provide details of the training you provide:

Please confirm whether you provide all clients with a written warning that if they receive a request via email to make a change to any of
their account details and/or to transfer any funds that they must not respond to the email and that they must

contact you immediately: f Yes  No

Please provide details of your Crime policy (if purchased) including limit, deductible and insurance carrier:
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Section 5: Intellectual Property Rights Risk Management

51

52

53

Please describe below your procedures for:
a) preventing infringing on third party intellectual property rights; and

b) obtaining licenses to use and the monitoring of third party intellectual property rights:

Please state whether you have ever sent or received the following relating to intellectual property rights:

a) a cease and desist letter: Yes ’7 No

b) notification of an actual or potential claim letter: ‘ Yes ‘ No

If “yes” to a) or b) above, please provide full details:

Please describe your procedures for managing intellectual property rights issues, including responding to an allegation of infringement
and how the individual responsible for intellectual property rights issues is qualified for the role:

Section 6: Claims Experience

6.1

Please state whether you are aware of any incident:
a) which may result in a claim under any of the insurance for which you are applying to purchase in this application form: m Yes f No

b) which resulted in legal action being made against any of the companies to be insured within the last 5 years: |: Yes |: No
c) which has resulted in any action from a medical or healthcare regulatory authority in the past 5 years: : Yes |: No
If you have answered “yes” to a), b) or c) above then please describe the incident, including the monetary amount of the potential

claim or the monetary amount of any claim paid or reserved for payment by you or by an insurer. Please include all relevant dates,
including a description of the status of any current claim which has been made but has not been settled or otherwise resolved.

CFC Underwriting Limited is Authorised and Regulated by the Financial Conduct Authority ©1999-2025 CFC Underwriting Ltd, All Rights Reserved
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Section 7: Additional Information

Please provide the following information when you send the application form to us.
- Directors or principals resumes if the company has been trading for less than 3 years;
- The organisation chart or group structure if any subsidiaries are to be insured including names, dates of acquisition, countries of domicile,

percentages of ownership; and
- The standard form of contract, end user license agreement or terms of use issued by the company.

Name: Date of Acquisition: Country of Domicile: Percentage of ownership:

Please provide this space below to provide us with any other relevant information:

Important notice

By signing this form you agree that the information provided is both accurate and complete and that you have made all reasonable attempts to
ensure this is the case by asking the appropriate people within your business. CFC Underwriting will use this information solely for the purposes of
providing insurance services and may share your data with third parties in order to do this. We may also use anonymised elements of your data for the
analysis of industry trends and to provide benchmarking data. For full details on our privacy policy please visit www.cfc.com

Contact Name: Position:

Signature: Date (DD/MM/YYYY):

CFC Underwriting Limited is Authorised and Regulated by the Financial Conduct Authority © 1999-2025 CFC Underwriting Ltd, All Rights Reserved
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Application whitelisting

A security solution that allows organisations to specify what software is
allowed to run on their systems, in order to prevent any nonwhitelisted
processes or applications from running.

Asset inventory

Alist of all IT hardware and devices an entity owns, operates or manages.

Such lists are typically used to assess the data being held and security
measures in place on all devices.

Custom threat intelligence

The collection and analysis of data from open source intelligence

(OSINT) and dark web sources to provide organisations with intelligence
on cyber threats and cyber threat actors pertinent to them.

Database encryption

Where sensitive data is encrypted while it is stored in databases.
If implemented correctly, this can stop malicious actors from being able
to read sensitive data if they gain access to a database.

Data loss preventions

Software that can identify if sensitive data is being exfiltrated from a
network or computer system.

DDoS mitigation

Hardware or cloud based solutions used to filter out malicious traffic
associated with a DDoS attack, while allowing legitimate users to
continue to access an entity’s website or web-based services.

DMARC

An internet protocol used to combat email spoofing — a technique used
by hackers in phishing campaigns.

DNS filtering

A specific technique to block access to known bad IP addresses by users
on your network.

Employee awareness

Training programmes designed to increase employees’ security
awareness. For example, programmes can focus on how to identify
potential phishing emails.

Endpoint protection

Software installed on individual computers (endpoints) that uses
behavioural and signature based analysis to identify and stop malware
infections.

Incident response plan

Action plans for dealing with cyber incidents to help guide an
organisation’s decision-making process and return it to a normal

operating state as quickly as possible.

Intrusion detection system

A security solution that monitors activity on computer systems or
networks and generates alerts when signs of compromise by malicious
actors are detected.

CFC Underwriting Limited is Authorized and Regulated by the Financial Conduct Authority
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Managed service provider

A third party organisation that provides a range of IT services, including
networking, infrastructure and IT security, as well as technical support
and IT administration.

Multi-factor authentication

Where a user authenticates themselves through two different means
when remotely logging into a computer system or web based service.
Typically a password and a passcode generated by a physical token
device or software are used as the two factors.

Network monitoring

A system, utilising software, hardware or a combination of the two, that
constantly monitors an organisation's network for performance and
security issues.

Penetration tests

Authorized simulated attacks against an organisation to test its cyber
security defences. May also be referred to as ethical hacking or red team
exercises.

Perimeter firewalls

Hardware solutions used to control and monitor network traffic

between two points according to predefined parameters.

Vulnerability scans

Automated tests designed to probe computer systems or networks for
the presence of known vulnerabilities that would allow malicious actors
to gain access to a system.

Web application firewall

Protects web facing servers and the applications they run from intrusion
or malicious use by inspecting and blocking harmful requests and
malicious internet traffic.

Web content filtering

The filtering of certain web pages or web services that are deemed to
pose a potential security threat to an organisation. For example, known
malicious websites are typically blocked through some form of web
content filtering.
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