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Protecting businesses
against cyber risk

CFC's market-leading cyber insurance products are trusted by businesses
around the globe to protect them against cyber risk.

65 4 countries

20 4 years' experience

80,000+ global cyber customers

The cyber insurance provider of choice

Our cyber insurance solutions are designed to help prevent cyber attacks from
happening. If one does occur, we drastically reduce the impact and potential
financial loss. Each and every customer benefits from:

Proactive Unrivaled cyber Award-winning
cyber attack claims and cyber cover
prevention incident response
Safeguarding your business 24/7 follow-the-sun support Purpose-built for SMEs
We provide vulnerability We have the largest We offer comprehensive,
scanning, threat in-house incident response robust cyber cover backed
monitoring and real-time and dedicated claims teams by more than 20 years'
cyber attack prevention in the market, with real- experience in the market, for
throughout the lifecycle of world experience and deep businesses across industries.
your policy to help prevent technical expertise to get you
cyber attacks. back online.
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Cyber Insurer of the Year
Zywave Cyber Risk Awards
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https://www.cfc.com/en-gb/resources/news/2023/06/cfc-wins-cyber-insurer-of-the-year-at-the-zywave-cyber-risk-awards/

@ cfc

cfc.com/cyber

Protecting businesses against cyber risk

Proactive cyber attack prevention

From the moment you take out a CFC cyber policy, we work around the clock to protect
your business against cyber attacks. Using insights from threat intelligence feeds, the dark

web, network scanning and our own real-life claims data, we identify potential threats and

alert vulnerable customers before the worst happens.

Threat intelligence

We partner with government
and private threat intelligence
organizations to identify and
analyze information about
cyber threats your business is
exposed to.

Threat hunting

We search for signs of malicious
activities, unauthorized access,
and other indicators of
compromise that go beyond

Real-life claims data
We use our own proprietary claims
data to help identify attack trends
and potential threats.

Vulnerability scanning

We actively scan your business
for known vulnerabilities and
cyber risks that have a high

traditional security measures. correlation to claims.

Critical threat alerts via our
mobile app for cyber

We notify you of cyber threats targeting your business in real time.

wiSky T (]
@ cfc =
Hello Joe
24/7 access to cyber security experts
/2\ Report new incident —>
Expert technical support in an immediate
Download Response for free
° 9 Theft of funds 14.08.2020

Urgent | United States

and secure channel .

' GETITON 2 Download on the
Google Play [ 4 App Store

Ransomware 07.08.2020

Resolved | United States

Report an incident 5] Sodinokibi On The Rise R072020

~ Quarter of ransomware attacks Sodinokibil
The fastest way to notify us of a cyber incident
‘Welcome to the CFC Incident Respon...
‘We're so excited to have you on board
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Best Customer App

Cyber security tools Insurance Times Tech & Innovation Awards

Vital cyber security tools like dark web
monitoring, phishing simulations, and deep
scanning - for free
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Unrivaled cyber incident response

CFC has the largest in-house incident response team in the market. We successfully
prevent and remediate thousands of cyber events for our customers each year.

Available 24/7, our global team of cyber incident responders work quickly to triage
incidents, contain threats and repair networks, minimizing the impact to your business
and getting you back online quickly.
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Excellence in Risk Management London, UK
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Team of the Year
Zywave Cyber Risk Awards
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24/7 follow-the-sun approach

Austin, US
<15 min technical response time

2,500+ cyber events handled each year

130+ security experts
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Award-winning cyber claims team

Our in-house team has over 20 years' experience handling

cyber claims.
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We resolve more than 2,000 cyber claims annually, ranging
from ransomware attacks to data breaches, business Cyber Claims Team
interruption and more. f th Y
(@) e Year
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Expeditious and extremely helpful. We were

Zywave Cyber Risk Awards
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immediately educated on the dynamics of the
type of cybercrime we encountered and then
informed in detail about our specific situation.
Stress was replaced with a proactive plan.
What an amazing team of experts!

Healthcare institution
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Market-leading cover highlights

Our comprehensive and robust cyber cover includes first-party costs, third-party
liability and access to the largest in-house cyber security team in the market.

-2 Comprehensive cybercrime cover @
‘4%; Covering a range of cyber risks including social engineering
scams, invoice fraud and ransomware.

[ Up to 12-month indemnity period ™y
E Reimbursing any business interruption for up to 12 months, "~
a generous duration compared to other providers.
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5-Star Excellence Award

Insurance Business

Nil deductible on initial response costs

In-house experts available 24/7 to help with initial incident
response, at no extra cost to you.

Business interruption covering your full
tech supply chain

Covering dependent business interruption losses caused
by downtime at technology suppliers.

No warranties or conditions that require you to have certain cyber security measures in place.

Option to enhance cover via a full suite of endorsements including:
Separate limit for incident response costs +

Costs for incident response sit separately to the policy,
effectively giving you two policy limits for each claim.

50

Full cover for data recovery and
recreation

Covering the cost of recovering your data, plus the
additional costs to re-create data and applications.

| experienced a ransomware attack and filed the claim on the CFC app
on my phone. I had an immediate response from the cyber response
team — they were soon on top of the issue, minimizing the damage

and helping us get back up and running in short order.

Educational organization

About CFC

CFC is a specialist insurance provider, pioneer in emerging risk

and market leader in cyber. Our global insurance platform uses
cutting-edge technology and data science to deliver smarter, faster
underwriting and protect customers from today’s most critical
business risks.

Headquartered in London with offices in New York, San Francisco,
Austin, Brussels and Brisbane, CFC has over 800 employees and

is trusted by more than 130,000 businesses in 90 countries.

Learn more at cfc.com and LinkedIn.
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