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Protecting businesses
against cyber risk

CFC's market-leading cyber insurance products are trusted by businesses
around the globe to protect them against cyber risk.

25+ years' experience

100,000+ global cyber customers

75 4 countries

The cyber insurance provider of choice

Our cyber insurance solutions are designed to help prevent cyber attacks
from happening. If one does occur, we drastically reduce the impact and
potential financial loss. Each and every customer benefits from:

Proactive
cyber attack
prevention

Safeguarding your business

We use a range of advanced
cyber security tools and
techniques, to seek out

threats and help prevent
cyber attacks. All this
included as standard.

Unrivaled cyber
claims and
incident response

24/7/365 technical support

We have the largest
in-house incident response
and dedicated claims teams

in the market, with real-
world experience and deep
technical expertise to get you
pback online.

Award-winning
cyber cover

Built for corporates

We offer bespoke,
comprehensive cyber cover
for enterprises, backed
by more than 25 years'
experience in the market.
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Cyber Insurer of the Year
Zywave Cyber Risk Awards
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https://www.cfc.com/en-gb/resources/news/2023/06/cfc-wins-cyber-insurer-of-the-year-at-the-zywave-cyber-risk-awards/
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Proactive cyber attack prevention

From the moment you take out a CFC cyber policy, we work around the clock to protect
your business against cyber attacks. Using insights from threat intelligence feeds, threat
hunting, vulnerability scanning and our own real-life claims data, we identify potential
threats and alert customers to the threats that matter, before the worst happens.

Threat intelligence Real-life claims data

We partner with government We use our own proprietary
claims data to help identify attack

trends and potential threats.

and private threat intelligence
organizations to identify and
analyze information about
cyber threats your business is
exposed to.

Threat hunting

We search the dark and deep Vulnerability scanning
web for compromised customer We actively scan your business
credentials and any other for known vulnerabilities and
malicious activity, that indicates a cyber risks that have a high

threat to our insured. correlation to claims.

Critical threat alerts via our
mobile app for cyber

We notify you of cyber threats targeting your business in real time,
helping you get the most out of our proactive and responsive services.

Hello Joe

24/7 access to cyber security experts

Report new incident —>

Expert technical support in an immediate and
secure channel e o= Download Response for free

Urgent security alert for your * GETITON 4 Download on the
usiness
. Google Play « App Store

Report an incident

The fastest way to notify us of a cyber incident
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Customer Champion of the Year

Cyber security tools Insurance Times Awards

Vital cyber security tools like dark web
monitoring, phishing simulations, and deep
scanning - for free



https://www.cfc.com
https://www.cfc.com/cyber
https://www.cfc.com/en-gb/resources/news/2021/11/cfc-wins-best-customer-app-at-insurance-times-tech-innovation-awards/
https://play.google.com/store/apps/details?id=com.cfcunderwriting.cyber
https://apps.apple.com/gb/app/cfc-response/id1198278201?utm_campaign=Cyber&utm_source=cyber%20brochure&utm_medium=brochure&utm_term=apple%20store&utm_content=app%20download
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Unrivaled cyber incident response

CFC has the largest in-house incident response team in the market. We successfully
remediate thousands of cyber events for our customers each year.

Available 24/7, our global team of cyber incident responders work quickly to triage
incidents, contain threats and repair networks, minimizing the impact to your business
and getting you back online quickly.
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Excellence in Risk Management

Insurance Times Awards

London, UK
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Cyber Risk Event Response
Team of the Year

Zywave Cyber Risk Awards

24/7/365 technical support

<15 min technical response time*

2,500+ cyber events handled each year

Gold Coast, AU

200+ security experts

Our remediation process

Technical expertise and real-world experience can make the difference between suffering
a catastrophic loss or getting back online quickly.
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Notify

Available 24/7, the fastest

Triage Contain Recover

A technical incident responder CFC activates its expert, Once the issue is contained,

way to notify CFC of a cyber
incident is through our mobile
app, Response. Customers can
also notify via email, phone or
the website.

will be in touch within 15
minutes to assess the situation
and identify the necessary
resources to address the
incident.

*For notifications that come through our app, Response or via phone.

in-house team of cyber security
engineers, to contain and work
with your internal teams to
remediate the incident. We

can also engage reputable
third-party specialists to help
with activities like reputation
management and breach
notification, if required.

our team works around the
clock to assist in rebuilding
systems, reconstituting data
and helping to get the business
back online as soon as possible.
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1 1 H 100% backed by Lloyds
Market-leading cover highlights ’ v Hoy
A AA- A+
) . . . Excellent Very Strong Strong
Our comprehensive and robust cyber cover includes first-party costs, third-party A.M Best Fitch Ratings Standard & Poor's

liability and access to the largest in-house cyber security team in the market.

Broad non-physical perils business Nil deductible on initial incident response costs
Interruption cover In-house experts are available 24/7 to help with initial
Protection against true operational IT risk, including incident response, at no extra cost to you.

software bugs and botched upgrades.

6@%@ Tech supply chain failure @ Full retroactive cover with a discovery-based trigger

Coverage for contingent business interruption for your No retroactive date as standard, aligning cover with when

technology supply chain on an all non-physical perils trigger. the incident was first discovered.
o C|> o System repair and rebuild costs Emergency costs provision
O’C.)‘o Full cover for the costs of reconfiguring and rebuilding e 72 hour period where costs can be incurred with
o

computer systems (including data re-creation costs). pre-approved partners without our consent.

No warranties or conditions that require you to have certain cyber security measures in place.

Award-winning cyber claims team

Our in-house team has over 25 years' experience handling
cyber claims.
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Cyber Claims Team
of the Year

We resolve more than 2,000 cyber claims annually, ranging
from ransomware attacks to data breaches, business
interruption and more.
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Expeditious and extremely helpful. We were immediately
N | educated on the dynamics of the type of cybercrime J

Zywave Cyber Risk Awards

we encountered and then informed in detail about our
specific situation. Stress was replaced with a proactive
plan. What an amazing team of experts!

Healthcare institution

About CFC

CFC is a specialist insurance provider, pioneer in emerging risk and market leader in
cyber. Our global insurance platform uses cutting-edge technology and data science to
deliver smarter, faster underwriting and protect customers from today’s most critical
business risks.

Headquartered in London with offices across Europe, USA and Australia, CFC has over 1000
employees and is trusted by more than 150,000 businesses in 90 countries. Learn more at
cfc.com and LinkedIn.

C Underwriting Limited. All righ
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